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Abstract: The distributed nature of federated learning made it vulnerable to attacks by malicious clients, leading to pri-
vacy leakage and model degradation. Additionally, the inherent heterogeneity and multi-source nature of real-world data
distributions presented further challenges in mitigating these threats. To address these issues, a heterogeneous federated
poisoning defense method HFLGuard was proposed. The method began by computing a weighted history gradient for
each client to emphasize potential malicious “targets”. Subsequently, the K-means clustering algorithm provided an ini-
tial classification of gradients, followed by a Transformer-based autoencoder that detected malicious gradients and quan-
tified their deviation. Finally, a dynamic trust score aggregation mechanism was then employed to penalize clients en-
gaged in repeated poisoning attempts, assigning appropriate weights based on trust scores. Experiments conduct on
benchmark datasets, including MNIST, FMNIST, CIFAR-10, and CIFAR-100, demonstrate that the proposed approach
effectively mitigates both targeted and untargeted poisoning attacks.
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0 S ACC 99.34% 98.71% 99.30% 99.30% 99.35% 99.40%
ASR 0.10% 0.10% 0.15% 0.15% 0.15% 0.15%
ACC 98.37% 96.40% 98.43% 98.38% 98.42% 98.42%
0.2 S ACC 98.31% 98.01% 98.96% 99.35% 99.30% 99.30%
ASR 0.60% 0.15% 0.35% 0.10% 0.15% 0.15%
ACC 97.56% 96.93% 98.05% 98.33% 98.31% 98.34%
0.4 S ACC 91.31% 98.21% 95.08% 99.35% 99.26% 99.26%
ASR 6.95% 0.20% 3.18% 0.10% 0.10% 0.10%




%114 #% 53 K5 : HFLGuard : 3 SR F i o (1) 3 M BOF v 2 7 0 7 12k -25-
2 MNIST Non-1ID 375 T A EIR #1755t % LF B9 €
PR it FedAvg Krum TMean FL-Defender MUD-HoG HFLGuard
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ASR 25.10% 9.62% 16.83% 7.77% 7.37% 7.43%
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0.4 S_ACC 24.60% 58.88% 28.94% 46.86% 27.05% 64.83%
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